
FW20 – Application and Server Firewall Service 

The Commonwealth Office of Technology offers firewall services to our Executive Branch 
customer base.   The Application and Server Firewall Service offering (a.k.a. FW20), has been 
modified for fiscal years 17/18.  

Prior to this new biennium, COT offered two firewall services.  The first was deemed “basic” 
service and covered the common user-based firewalls that required few changes and were 
essentially static in nature.  The second offering, or “premium” firewall service was intended for 
the substantially larger firewalls in place to protect some of the Commonwealth’s most critical 
and more visible applications.  These included the gold-standard accounting system (e-Mars), 
the personnel and payroll system (KHRIS), public health and community-based services systems 
within the Cabinet for Health and Family Services, systems supporting workforce development 
(EKOS), key transportation systems, and justice and public safety applications managing adult 
correctional facilities. 

Much of the costs for core networking equipment and support contracts were previously 
covered by an assessment-based model, commonly referred to as the “Enterprise Assessment”. 
Beginning with FY17, a great deal of that cost was removed from the Assessment and returned 
to the rated services.   At the same time, the basic firewall service was removed as a separately 
priced entity.  The result is that the costs formerly covered by the Assessment landed in the 
rates for data-communications (i.e. the DC rates), LAN switches (LN10) and the single remaining 
firewall rate (FW20).  Although there was a distribution across these three rate categories, a 
good portion of the total cost was applied to the firewall rate.  Although this resulted in 
a reduced Enterprise Assessment, the downside is a substantially higher rate for the limited 
number of Application and Firewall rate subscribers. 
The rate for the premium service in FY15/16 was $1,350 monthly.  The rate for FY17/18 has 
been increased to $7,500 monthly. 

As each new biennium approaches, COT is required to submit a proposed rate structure and 
prepare an accompanying Agency Impact Analysis.  The Impact Analysis is provided to the 
Office of the State Budget Director (OSBD) during the budget preparation process to inform the 
COT infrastructure portion of the agency budgets.  OSBD uses that information to assist in 
mitigating changes to agency COT charges, as necessary, in the best interest of the 
Commonwealth.  The newly increased rate for the FW20 service was included in that agency 
impact analysis and has been factored into the agency budgets for COT infrastructure in 
FY17/18. 


