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Subject: Information Security Incident Response Policy

Policy Statement: This policy identifies the necessity and procedures for agencies and COT to identify
and notify appropriate personnel when a security incident occurs. Timely identification and notification of
incidents allow COT and affected agencies to respond expeditiously to information security threats against
Commonwealth resources. This policy also specifies events that may require special handling because of
their potential impact or special reporting due to regulatory or other concerns.

Policy Maintenance: The Office of the Chief Information Security Officer will be responsible for maintaining
this policy. Agencies may choose to add to this policy, in order to enforce more restrictive internal policies
as appropriate and necessary. Therefore, employees are to refer to their agency’s security incident policies,
which may have additional information or clarification of this enterprise policy.

Authority: KRS 42.726 authorizes the Commonwealth Office of Technology (COT) to develop policies
that support and promote the effective application of information technology within the executive branch of
state government, as well as information technology directions, standards, and necessary management
processes to assure full compliance with those policies.

Applicability: This policy shall be adhered to by all state and local entities and their users, including
employees, contractors, consultants, temporaries, volunteers and other workers that connect to the
Commonwealth’s network and computing infrastructure.

Responsibility for Compliance: Each agency is responsible for assuring that employees within their
organizational authority are aware of the provisions of this policy, that compliance by the employee is
expected and that attempts to forego compliance with this policy may result in disciplinary action pursuant
to KRS 18A up to and including dismissal. Agencies have the responsibility to enforce this policy. Failure
to comply may result in additional shared service charges to the agency for COT's efforts to remediate
information security incidents resulting from non-compliance with this policy. Moreover, all users of
Commonwealth of Kentucky network and computing resources--including employees, contractors, vendors,
and guests--shall be aware of what constitutes a security incident.

Review Cycle: This policy will be reviewed at least every two years.

Definition: Information Security Incident: An information security incident, as defined in National Institute
of Standards and Technology (NIST) Special Publication 800-61, is a violation or imminent threat of
violation of computer security policies, acceptable use policies, or standard security practices. An incident
response capability is necessary for rapidly detecting incidents, minimizing loss and destruction, mitigating
the exploited weaknesses, and restoring computing services.

Policy: When agencies identify a potential security incident, they are required to contact the
Commonwealth Service Desk (CommonwealthServiceDesk@ky.gov or (502) 564-7576) to report the
incident. In the event that the incident is sensitive in nature, the reporting agency can contact the COT
Security Office (COTSecurityOperations@ky.gov or 502-564-1532) directly instead of the Commonwealth
Service Desk. These actions allow the Office of the CISO to review the incident and determine the level of
required involvement with the incident response. Depending on the scope of the
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incident and the skill set of the agency’s personnel, COT’s level of response may range from an
advisory role to leading the investigation.

The Office of the CISO will review all incidents and, on a case-by-case basis, determine whether to
become actively involved depending on the actual or potential expansion of the incident to other assets
or agencies. COT will maintain confidentiality on any issues as regulations and policies permit. COT wiill
work closely with agencies to coordinate activities with appropriate entities to recover from security
incidents.

The Office of the CISO categorizes security incident handling into five phases:
Notification, Assessment, and Initial Response

Evidence Gathering

Remediation

Incident Assessment and Reporting

Post-incident Activities, to include Lessons Learned

arwpdE

Incident Response procedures can be a reaction to security activities such as the following:
e Unauthorized Access to Personnel, Data, or Resources
e Denial of Service Attacks
e Actual or Anticipated Widespread Malware Infections
e Data Breaches
e Loss/Theft of Commonwealth Equipment
» Significant Disruption of Services
< Significant Level of Unauthorized Scanning Activity to or from Hosts on the Network

Notification Procedures for Data Breach of Personally Identifiable Information (PII): Beginning on
1 January 2015, COT, governmental agencies, and non-affiliated third parties that maintain or possess
personal information, as defined by KRS 61.931, must have reasonable security procedures and practices
to protect and safeguard that information against security breaches. COT, agencies, and non-affiliated
third parties must follow the procedures and practices of KRS 61.931 through KRS

61.934, which outlines the responsibilities and notification procedures for a known or suspected data
breach, to include notification and reporting requirements. The forms are located at 200 KAR 1:015

COT personnel will comply with all federal and state laws and policies for information disclosure to
media or the public. COT will work closely with the management of affected agencies to ensure proper
disclosure of security incident information. COT personnel will not disclose agency data or information
related to security incident responses unless required to do so by state or federal regulations.

Affected agencies must not disclose information about the security incident unless specifically required
to do so by state or federal regulations. Such information includes network information, type of incident,
specific infection type if applicable, number of assets affected, specific detail about applications
affected, applications used to remediate/investigate, etc.

Physical Security Procedures: This policy does not cover physical security needs and threats, such

as natural disasters, electrical outages, fire, or other physical threats to personnel or COT resources.
Agencies are responsible for establishing and maintaining their own physical security procedures.
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References:

KRS 42.724, Creation and authority of Office of the Chief Information Security Officer.
www.Irc.ky.qov/IKRS/042-00/724

KRS 42.726, Roles, duties, and permissible activities for Commonwealth Office of Technology --
Duties of Archives and Records Commission and Department for Libraries and Archives not
affected -- Annual report concerning security breaches.

www.Irc.ky.qov/KRS/042-00/726

KRS 61.931, Definitions for KRS 61.931 to 61.934.
www.Irc.ky.gov/IKRS/061-00/931

KRS 61.932, Personal information security and breach investigation procedures and practices
for certain public agencies and nonaffiliated third parties.
www.Irc.kKy.gov/KRS/061-00/932

KRS 61.933, Notification of personal information security breach -- Investigation -- Notice to
affected individuals of result of investigation — Personal information not subject to requirements -
- Injunctive relief by Attorney General.

www.lrc.ky.qov/KRS/061-00/933

200 KAR 1:015, Data breach notification forms
http://www.Irc.state.ky.us/kar/200/001/015reqg.htm

Data Breach Notification Forms:
o FACO001 Determined Breach Notification Form
o FAC002 Delay Notification Record

NIST Special Publication 800-61, Computer Security Incident Handling Guide.
http://dx.doi.org/10.6028/NIST.SP.800-61r2
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